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Product Information 

This manual is an addendum to WebIO v2 manual.  This manual covers added 
WebIO features in version 4.0.  For ñcoreò WebIO features such as X10 control 
and IP address setup, see WebIO Manual version 2.  
 
 
Ownerôs Record 

The model number, serial number and MAC address is located on the bottom of 
the device.  Record the model number, serial number and MAC address in the 
space provided below.  These numbers are important for user use and 
configuration of the Product.  Refer to these numbers whenever you call upon 
Key Eleven or authorizes service center regarding this product. 
 
Model No.  AFX1110 
Serial No. ____________ 
MAC Address ________________ 
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WebIO Introduction 

WebIO is Internet automation server and gateway, providing both local Ethernet 
and remote Internet control of lamps, appliances and other electrical devices and 
remote monitor of wireless sensors in the home or office.  Utilizing X10 PLC 
technology, WebIO sends signals down existing power lines to control X10 
compatible PLC devices.  WebIO version 4 also includes a wireless sensor 
receiver for monitor of wireless entry sensors, motion sensors, sump pump 
sensors and more.  By containing a built-in web server, WebIO allows remote 
users with Internet access to connect to a WebIO via web browser on a computer 
laptop or cell phone/Smartphone. 
 
WebIO is built on the idea that an expensive and complex personal computer is 
not needed to provide Internet access to an X10 power line control network.  
Instead, WebIO is a low cost, small self-contained device that provides all the 
functionality of an Ethernet to X10 gateway that is as easy to install as a home 
Internet router. 
 
WebIO communicates with X10 modules that support ñOnò, ñOffò, ñQueryò and 
other X10 functions.  This includes appliance modules, lamp modules, AC 
receptacles, light switches, dry contact modules, relays and many others readily 
available devices from suppliers of X10 PLC devices. 
 
 
WebIO TCP/IP Networking 

WebIO provides an RJ45 interface for an Ethernet connection to a local area 
network.  An IP address may be assigned to a WebIO from a DHCP server or a 
static IP address can be set using the WebIO Setup utility software. 
 
For remote monitoring and control, WebIO requires a routable Internet 
connection, allowing a user to connect to a WebIO from anywhere in the world 
via the Internet. 
 
WebIO network access security is provided via user assignable passcode.  
WebIO configuration settings are protected from unauthorized web access via 
ñprogram modeò switch located on the WebIO back connection panel.  Additional 
security requires user supplied VPN device or other network security systems.   
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The diagram above displays the many networking integration, device control, 
sensor monitor and notification features of a WebIO version 4 system. 
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WebIO Networking 

WebIO provides an RJ45 interface for an Ethernet connection to a LAN.  An IP 
address may be assigned from a DHCP server or a static IP can be set using the 
WebIO Setup utility software. 
 
For remote monitoring and control, WebIO requires a routable Internet 
connection.  This allows a user to connect to a WebIO from anywhere in the 
world via the Internet. 
 

X10 Modules 

X10 modules plug into AC receptacles providing power to the module and 
controlled devices. 
 
The AC power line provides the path for modules to send and receive control 
messages.  Each X10 module on the AC power line network is addressed with a 
House code and Unit code combination.  There are 16 House codes assigned a 
letter in the range of A-P.  Unit codes are assigned numbers 1-16.  X10 modules 
support different Function codes, such as On, Off, Dim, and State Query. 
 

WebIO Example Setup 

The diagram below displays an example setup and operation of the WebIO: 
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WebIO Hardware Setup 

 

WebIO connection panel: (left to right) 
Power: 12VDC center pin positive 
Program Switch:  tƭŀŎŜ ƛƴ άtǊƎέ Ǉƻǎƛǘƛƻƴ 

when configuring WebIO.  Place in 
ά[ƻŎƪέ Ǉƻǎƛǘƛƻƴ ǘƻ ǇǊŜǾŜƴǘ ǳƴǿŀƴǘŜŘ 
configuration from the Internet. 

Expansion port:  not used 
X10 Port:  Connect with 4-pin phone cable 

to your X10 transceiver, such as the 
PSC05. 

Ethernet RJ45:  Connect to your Ethernet 
network 

Rear View of WebIO 
 

Ethernet Connection 

WebIO provides an RJ45 jack for Ethernet connection to your Local Area 
Network.  The left LED of the RJ45 jack will light when the WebIO is correctly 
connected to an Ethernet LAN. 
 

X10 Interface 
WebIO provides an RJ12 6pin modular interface for connection to an X10 
transceiver. When used with a Smart Home PowerLinc IIÊ X10 transceiver, 
power for WebIO is provided by the PowerLinc II. 
 
When used with the PSC05/TW523 X10 transceivers, which do not supply 
power, the WebIO barrel connector is used with a 9-12volt dc (center pin 
positive) power adapter.  Also, an internal WebIO jumper (J6) must be moved 
from the left to the right position (nearest barrel connector) to enable the barrel 
connector for power.  This also disables the RJ12 connector (X10 transceiver 
connector) as the power source. 
 
WebIO supports multiple X10 power line transceivers:  

¶ The Smart Home PowerLinc IIÊ serial interface X10 transceiver (with 
RJ12 6pin modular connector) in TW523 mode.  With this transceiver the 
WebIO also receives power, so no extra power supply is needed.  

¶ The X10 Pro PSC05 (TW523) transceiver.  An additional 9-12 Volt DC, 
center pin positive, power supply is required to power the WebIO.  Along 
with a jumper changed within WebIO.  

¶ The PL513/PCS04 transmitter.  With the PL513, WebIO can transmit X10 
signals but not receive message replies from 2-way X10 modules. In 
addition a separate power supply is required for WebIO. 

¶ The XM10 transceiver for 230VAC power in UK countries.  In addition a 
separate power supply is required for WebIO.  
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Program Switch 

The WebIO Lock-Program switch is located on the rear of a WebIO.  This switch 
is used as a security device to prevent unauthorized remote users from 
configuring the WebIO.  To prevent unauthorized or accidental configuration, it is 
important to leave this switch in the Lock position.   
 
The Program Switch performs the following functions: 

1. Restore factory default settings. 
2. Allow storage of user configuration. 
3. Display current IP address 

 
1.  Restoring Factory Default Settings 

To restore WebIO to factory default settings perform the following tasks: 
a. Remove power. 
b. Switch the Lock-Program Switch to the Program (Prg) position (away 

from power barrel connector) 
c. Reapply power.  The WebIO boot process will display the message 

"Factory Default".   
d. Set the switch back to the Lock position. 
 
Restoring to factory defaults performs three tasks:  

1. Removes the user set static IP address.  The factory default is to 
accept an IP address from a DHCP server.   

2. Clears user-set passcode, disabling the use of a passcode until a new 
passcode is entered. 

3. Clears all user defined X10 device labels. 
 

2.  Allowing Storage of User Configuration 
Setting the Program Switch to the Prg position while the WebIO is powered 
allows the user to perform these tasks: 

1. Program a static IP address  
2. Set a passcode as described later in this manual.   
3. Define labels/names for X10 devices and wireless sensors 

 
WebIO will save these setting to non-volatile memory for recall even if power 
is lost and restored. 
 
The function of the Program Switch is also used for security.  Remember to 
set the Program Switch to the normal (Off/Lock) position after programming 
to prevent unauthorized remote users from configuring WebIO. 
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IMPORTANT:  

The function of the WebIO Lock-Program switch is also used 
for security.  Remember to set the Program switch to the 
normal (Off/Lock) position after setup programming to prevent 
unauthorized remote users from configuring your WebIO. 
 
The Lock position also prevents an accidental Restore to 
Factory Defaults on unintentional power cycle of WebIO. 
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WebIO Network Setup 

WebIO can operate with either an IP address obtained from a DHCP server, by 
using the WebIO Setup utility software, or by using a computers operating 
systemôs ARP and Ping tools. 
 

Setting a WebIO IP Address Using a DHCP Server 

Getting an IP Address from a DHCP server 
If WebIO is not configured with an IP address (default setting), WebIO will 
then accept an IP address from a DHCP server (A DHCP service in your 
home router). 
 
When using DHCP with WebIO, Internet routing to the WebIO may not be 
practical in the case where WebIO is power cycled (rebooted) and then 
receives a different IP address then previously assigned.   Also Routers may 
not have the ability to forward to an IP address in the range of the DHCP 
assigned address.  To avoid this problem when using a router with DHCP 
enabled it is best to us a static DHCP service (or Bootp service) where the 
DHCP server assigns a defined IP address to the WebIO based on the 
WebIO MAC address.   
 
Note:  In some rare cases depending on DHCP server used, WebIO may 
prioritize DHCP over static, regardless of the WebIO Lock switch position.  
Such that if you assign WebIO a static IP address on a network with a DHCP 
server, WebIO may accept a new IP address received from the DHCP 
server.  In some rare cases, in using the WebIO static IP function, you may 
need to not have a DHCP server (not so practical) or have the DHCP server 
always assign the same IP dependent on MAC address. (Static 
DHCP/bootp). 
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Locating WebIO on your network using WebIO-KeyOn Software 

When initially installed on a network, WebIO will accept an IP address as assigned by a 
DHCP server, such as a DHCP service built into home network routers (Linksys, Netgear, 
D-Link, etc).  If you do not have DHCP service on your network, see the WebIO user 
manual 2.0 for configuring WebIO with an IP address using the WebIO Setup software.  
Note: WebIO version 4 does not have an LCD display as does version 2. 
 

Network setup steps: 
1. Install and run the WebIO-KeyOn software on a PC computer on the same local 
ƴŜǘǿƻǊƪ ŀǎ ²ŜōLhΦ  ¢Ƙƛǎ ǎƻŦǘǿŀǊŜ ǿƛƭƭ ōŜ ǳǎŜŘ ǘƻ ŘƛǎŎƻǾŜǊ ȅƻǳǊ ²ŜōLhΩǎ Lt 
address as assigned by your DHCP server.  See the WebIO-KeyOn manual for 
more information on installation and use.  Note:  There are other ways of finding 
²ŜōLhΩǎ Lt ŀŘŘǊŜǎǎΣ ǎǳŎƘ ŀǎ ƭƻƻƪƛƴƎ ƛƴ ȅƻǳǊ ǊƻǳǘŜǊǎ ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜ ƭƛǎǘΦ 
 

 
Figure 1:  WebIO-KeyOn showing your ²ŜōLhΩǎ Lt ŀŘŘǊŜǎǎ 
 
 
Note:  WebIO-KeyOn PC software is located on the include WebIO CD-ROM.  To 
ƛƴǎǘŀƭƭΣ ŦƛƴŘ ŀƴŘ ŎƻǇȅ ŘƛǊŜŎǘƻǊȅ άWebIO-KeyOn_±ȄȄȄέ ǘƻ ȅƻǳǊ t/Σ Ǌǳƴ ŜȄŜŎǳǘŀōƭŜ 
file:  KeyOn.exe in the WebIO-KeyOn folder.  
This software is used to configure WebIO, log sensor events and perform email 
and text notification. 
 
Note:  WebIO-KeyOn, open TCP/IP Port 4041 on your PC for receiving network 
messages from WebIO.  On first run of this software, Windows operation system 
may require your acknowledgement to allow this port to be open. 
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2. Power up WebIO.  When WebIO boots is sends out a network message which 
WebIO-¢a ǊŜŎŜƛǾŜǎ ǘƻ άŦƛƴŘέ ²ŜōLh ƻƴ ǘƘŜ ƴŜǘǿƻǊƪ ό{ŜŜ ŦƛƎǳǊŜ м ŀōƻǾŜύΦ  !ƭǎƻ 
every time WebIO version 4 receives a wireless sensors message, WebIO will 
relay the message on the network for WebIO-TM to receive, this also allows 
WebIO-¢a ǘƻ άǊŜ-diǎŎƻǾŜǊέ ²ŜōLh ƻƴ ǘƘŜ ƴŜǘǿƻǊƪ ƛŦ ƴŜŜŘŜŘΦ 
 

3. Connect to your WebIO using an internet browser.  Example.  If your WebIO is at 
IP address 192.168.1.10 then enter URL address: http://192.168.1.71 into your 
ŎƻƳǇǳǘŜǊΩǎ ǿŜō ōǊƻǿǎŜr, such as Internet Explorer (IE), Opera, Firefox, etc. 
 

 
Figure 3:  Connection to WebIO (Sensor page) using Internet Explorer web 
browser 
 

4. {Ŝǘ ²ŜōLh ǿƛǘƘ ŀ {ǘŀǘƛŎ Lt ŀŘŘǊŜǎǎΦ  ¢Ƙƛǎ ƛǎ ǳǎŜŦǳƭ ǎƻ ²ŜōLhΩǎ [!b Lt ŀŘŘǊŜǎǎ ƛǎƴΩǘ 
re-assigned an IP address by your routers DHCP service if WebIO is rebooted.  
For more information on WebIO IP address and Internet access to WebIO see 
ά²ŜōLh ŦƻǊ LƴǘŜǊƴŜǘ !ŎŎŜǎǎέ  ŀǘΥ  http://www.webio.us/doc/router-setup.html 
 

 
To instruct WebIO to store its IP address in Flash memory, see the section 
ñUsing WebIO ï Setting an IP addressò. 

http://192.168.1.71/
http://www.webio.us/doc/router-setup.html
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Manually Setting the WebIO IP Address Using ARP and Ping 

Setting a Static IP Address (When no DHCP Server is Available) 
ARP and Ping can be used to set the WebIO IP address.  There must not be 
a DHCP or BOOTP server on the same network as WebIO when using this 
method for setting the IP address. 
 

Windows 9x example: 
IP for WebIO:  192.168.1.25 
MAC for WebIO:  00-03-75-1f-0c-9f 
PCôs IP address:  192.168.1.150 

 
1. Enter the desired IP address for the MAC address of the WebIO into 

your PCs ARP table.  From a Windows command prompt Enter: 
 
arp ïs 192.168.1.25 00-03-75-1f-0c-9f 192.168.1.150 

 
2. Ping the IP address of the WebIO by entering the following command 

at a Windows command prompt. 
 
ping 192.168.1.25. 
 
When received, the WebIO will accept this address. 
 
 

 
To instruct WebIO to store its IP address in Flash memory, see the section 
ñUsing WebIO ï Setting an IP addressò. 

 
 
 
For more information on setting an IP address see Appendix A. 
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Routable Network Setup 

To setup WebIO for remote Internet access, WebIO will need to be assigned 
either an Internet IP address, or more commonly, placed behind a router (LAN 
side) that has an Internet IP address and is configured to forward via IP port 
forwarding to the IP address of the WebIO.  This method is referred as ñrouter 
port forwardingò and ñNetwork Address Translationò (NAT)  
 
Router Setup (router port forwarding) 
 
Most routers have a feature that allows a user-configuration for port forwarding.  
Port forwarding is used to allow an outside request from the Wide Area Network 
(WAN) side of the router to be routed to a specific IP address of a device or 
computer existing on the inside router network, referred to as the Local Area 
Network (LAN). 
 
Message requests sent over a TCP/IP network (such as the Internet) use port 
numbers as a way to specify a specific service on a server.  For example, a Web 
service will listen on port 80 where as an email service on the same server will 
listen on port 25.  This way a message directed to the server using an IP address 
will specify a port number to direct the message to the appropriate service (web 
service or e-mail service).  As another example, when a web browser asks a web 
server for a web page, the browser sends a message to the server, referring to 
its IP address and referring to the web services port number on the server.  By 
default a web browser sends requests to port 80, the default port used by web 
servers. 
 
When setting up a router to forward a port to the WebIO, using the default of port 
80 is suggested.  However the WebIO will accept an HTTP connection on any 
port, allowing for router setup in the case that an existing web server on the LAN 
side of the router is already assigned to port 80. The WebIO would then need to 
be assigned to a different port such as 81 or 8080. 
 
When using a port other than 80, you will need to specify the port number on the 
browsers URL using ñ:ò {and port number}.  For example to specify port 8081 at 
IP address 24.119.179.20, enter:  http://24.119.179.20:8081.  Or when using a 
domain name, enter:  http://www.keyeleven.com:8081 
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WebIO Setup for Internet Access 
 
This document describes how to setup WebIO for routable access from the Internet.  
WebIO requires a routable internet connection to be accessed from anywhere on the 
LƴǘŜǊƴŜǘΦ  ²ŜōLhΩǎ ōǳƛƭǘ ƛƴ ǿŜō ǇŀƎŜ ƛƴǘŜǊŦŀŎŜ Ŏŀƴ ǘƘŜƴ ōŜ ŀŎŎŜǎǎŜŘ ŦǊƻƳ ŀ ǊŜƳƻǘŜ t/ 
computer or cell phone/Smartphone using a web browser such as Internet Explorer (IE), 
Firefox, Opera, etc. 
 
The setup described here creates routable access by configuring a Port Forward in a 
Network Router (also known as Network Address Translation (NAT)).  This configuration 
is just like what can be used for configuring an IP camera, web server or other network 
connected device requiring incoming connections from the internet.   
 
A routable connection means that the network device involved (such as a WebIO) can 
ōŜ ŎƻƴƴŜŎǘŜŘ ǘƻ όάŎŀƭƭŜŘέύ ŦǊƻƳ ŀ ŎƻƳǇǳǘŜǊ ƻǊ ƻǘƘŜǊ ŘŜǾƛŎŜ ǘƘŀǘ ƛǎ ƭƻŎŀǘŜŘ ƻƴ ŀƴ ƻutside 
ƴŜǘǿƻǊƪ ǎǳŎƘ ŀǎ ǘƘŜ LƴǘŜǊƴŜǘΦ  LƴǎǘŜŀŘ ƻŦ ƳŀƪƛƴƎ ŀ άŎŀƭƭκŎƻƴƴŜŎǘƛƻƴέ ƻǳǘ ǘƻ ŀ ǿŜō ǎŜǊǾŜǊ 
on the internet as does a computers web browser, WebIO requires the ability to be 
άŎŀƭƭŜŘκŎƻƴƴŜŎǘŜŘ ǘƻέ ŦǊƻƳ ŀ ŘŜǾƛŎŜ ƻƴ ǘƘŜ LƴǘŜǊƴŜǘκŀƴƻǘƘŜǊ-outside network such as a 
computer on a remote network with a connection to the Internet connecting to your 
WebIO. 
 
The router involved must have an Internet IP address.  A home router will be assigned 
ŀƴ Lt ŀŘŘǊŜǎǎ ŦǊƻƳ ȅƻǳǊ LƴǘŜǊƴŜǘ {ŜǊǾƛŎŜ tǊƻǾƛŘŜǊ όL{tύΦ  ¢ƘŜ wƻǳǘŜǊΩǎ ²ide Area 
Network (WAN) IP address is used to connect to your router from the Internet.  A 
Router configured with a port forward to your WebIO (forwarding a TCP Port number to 
the IP address of your WebIO), will accept a connection from the Internet, and if this 
connection requests the port number assigned to your WebIO, the outside/Internet 
ŎƻƴƴŜŎǘƛƻƴ ǿƛƭƭ ǘƘŜƴ ōŜ ŦƻǊǿŀǊŘ ǘƻ ǘƘŜ ²ŜōLh ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ wƻǳǘŜǊΩǎ [ƻŎŀƭ !ǊŜŀ 
Network (LAN). 
 
 
 
Steps to setup WebIO for Internet access: 

1. Find your WAN IP address.  Your router should display this on its web page 
interface. 

2. Set an IP address in WebIO (its LAN IP address). 
3. Forward a Port in your router to the IP address of your WebIO. 
4. Test the connection from a computer with a different Internet connection 

 
Detailed setup instructions (may be different for your router and network 
configuration) 

1. Figure out your local network address so you can determine an available Static IP 
address for WebIO.  A network address defines the IP address range available on 
your logical network.  Example:  If a PC connected via Ethernet to your local 
network has an IP address of 192.168.1.100 and a subnet mask of 255.255.255.0, 
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then your network address is 192.168.1.0.  You would have an address range of 
192.168.1.1 through 192.168.1.254.  Another common network address for 
home networks is 192.168.0.0.  You can use the IPCONFIG utility at the windows 
command prompt to find your network info.  

2. Set WebIO with a Static IP address.  When connecting WebIO to your network, it 
may have received an Lt ŀŘŘǊŜǎǎ ŦǊƻƳ ȅƻǳǊ wƻǳǘŜǊΩǎ 5I/t ǎŜǊǾƛŎŜΣ ǘƘƛǎ Lt 
address can change if WebIO gets rebooted (temporarily looses power).  There 
are two ways to setup WebIO with a static IP address:  

a. ό9ŀǎƛŜǎǘ ŀƴŘ ǇǊŜŦŜǊǊŜŘ ƳŜǘƘƻŘύ  CǊƻƳ ²ŜōLhΩǎ ά/ƘŀƴƎŜ Lt !ŘŘǊŜǎǎέ ǿŜō 
page, set a static IP address (example: 192.168.1.10 for a network 
ŀŘŘǊŜǎǎ ƻŦ мфнΦмсуΦмΦлύΦ  Lƴ ǎƻƳŜ ŎŀǎŜǎ ²ŜōLhΩǎ Lt ŀŘŘǊŜǎǎ ǿƛƭƭ ƴŜŜŘ ǘƻ 
be outside of your routers DHCP range and in some cases inside, 
depending on your router. 

b. (Alternate method, if your router supports this)  In your router set a static 
IP address for the MAC address of your WebIO.  Your router will then be 
ŀōƭŜ ǘƻ ƛŘŜƴǘƛŦȅ ȅƻǳǊ ²ŜōLh ōȅ ƛǘΩǎ a!/ ŀŘŘǊŜǎǎ ŀƴŘ ǘƘŜƴ ŀƭǿŀȅǎ ƎƛǾŜ 
WebIO the a defined IP address when WebIO boots. 

3. In your router forward a port to your WebIO.  TCP/IP uses ports to connect 
devices/software together on network(s).  WebIO will listen to any port number.  
The default port for a web server is 80.  80, 81, 8080, 8081, are good port 
numbers for forwarding to WebIO.  If you already have a web server, IP camera 
or other device using a port such as port 80, then assign WebIO 81, or some 
other unused port.  Some port numbers may be blocked by your ISP.  Sometimes 
routers seem to have a bit of trouble getting new configurations to άǎǘƛŎƪέΣ ƻǊ 
ƘŀǾŜ άǎŀǾŜέ ōǳǘǘƻƴǎ ǘƘŀǘ ŀǊŜ ƘŀǊŘ ǘƻ ŦƛƴŘΣ ŀƴŘ ǊŜǉǳƛǊŜ ŀ ǊŜōƻƻǘΣ ŜǘŎΦ   ¢ƻ ŦƻǊǿŀǊŘ 
an IP address in your Router do these steps: 

a. Connect to your router via web browser.  Your router may have an IP 
address of 192.168.1.1 or 192.168.0.1.  Connect via browser by typing in 
address:  http://192.168.1.1  (for example).  Your router may also require 
a password login. 

b. Find the web page on your router for forwarding a port.  This may be 
ŎŀƭƭŜŘ ǎƻƳŜǘƘƛƴƎ ƻǘƘŜǊ ǘƘŀƴ άŦƻǊǿŀǊŘƛƴƎέ 

c. Create a new forward.  Enter TCP port (example 8081).  And the local IP 
address of your WebIO.  (example 192.168.1.10) 

d. Save settings. 
4. Find your WAN IP address for your network/router.  You can find this in your 
ǊƻǳǘŜǊΩǎ ǿŜō ǇŀƎŜ ƛƴǘŜǊŦŀŎŜΦ  LǘΩǎ ǘƘŜ LƴǘŜǊƴŜǘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ǘƻ ȅour router 
by your ISP.  Note: this WAN IP can change depending on your ISP service.  In 
some cases you can request a static IP or uses DDNS service with your own 
domain name. 

5. Now connect to your WebIO from the Internet.  From a computer not on your 
local network, connect to your WebIO by going to the address:  http://{your 
WAN IP address}:{port forward to you WebIO}.  example:  
http://24.116.145.108:8081 

http://24.116.145.108:8081/
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a. Note, in many cases you can connect to your WebIO from its internet 
ǊƻǳǘŀōƭŜ ¦w[ ŀŘŘǊŜǎǎΣ ōǳǘ ƛƴ ǎƻƳŜ ŎŀǎŜǎ ǎƻƳŜ ǊƻǳǘŜǊǎ ǿƛƭƭ ƴƻǘ άƭƻƻǇ-
ōŀŎƪέ  an internet address back into its own local network. 

6. Test connecting to WebIO from a computer on another internet connection 
using URL address:  http://{your WAN IP address}:{the port number of your 
forward}  Example:  http://24.116.145.108:8087   You should have a friend or 
someone on a different internet connection try and connect to your WebIO.  If 
successful then try and connect using the WAN IP:Port from a computer on your 
own network to see if your Router will loopback to your WebIO using the port 
ŦƻǊǿŀǊŘΦ    bƻǘŜΥ  LŦ ȅƻǳ ǳǎŜ ǇƻǊǘ улΣ ǿƘƛŎƘ ƛǎ ŀ ǿŜō ǎŜǊǾŜǊΩǎ ŘŜŦŀǳƭǘ ǇƻǊǘΣ ȅƻǳǊ 
ōǊƻǿǎŜǊ ǿƛƭƭ ǊŜƳƻǾŜ άΥулέ ŀǎ ƛǘΩǎ ǘƘŜ ŘŜŦŀǳlt and need not be entered. 

a. You can also test from a cell phone with Internet access and a web 
ōǊƻǿǎŜǊΦ  {ƻƳŜ ŎŜƭƭ ǇƘƻƴŜ ōǊƻǿǎŜǊǎ ŘƻƴΩǘ ǿƻǊƪ ǎƻ ǿŜƭƭΦ  hǇŜǊŀ-mini 
seems to work well. 

b. Note:  In many cases you can test your port forward from the LAN side of 
your router.  From a PC on the same network as WebIO, instead of 
ŜƴǘŜǊƛƴƎ ǘƘŜ ²ŜōLhΩǎ [!b Lt ŀŘŘǊŜǎǎ ŦƻǊ ŀ ŘƛǊŜŎǘ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘƛƻƴ ǘƻ 
²ŜōLhΩǎ ǿŜō ǎŜǊǾŜǊ ŦǊƻƳ ȅƻǳǊ ōǊƻǿǎŜǊΣ ȅƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ wƻǳǘŜǊΩǎ ²!b Lt 
ŀƴŘ ²ŜōLhΩǎ tƻǊǘ ŀǎ ǘƘƻǳƎƘ ȅƻǳǊ ŎƻƴƴŜŎǘƛƴƎ ŦǊƻƳ ŀƴ outside/Internet 
connection.  Your Router will receive your internal network request and 
understand that WebIO is really on its LAN and loop back your request to 
WebIO (on the same LAN) using the port you specified. Some routers 
ŘƻƴΩǘ ǎǳǇǇƻǊǘ ǘƘƛǎ [ƻƻǇōŀŎƪ. 

7. You may want to next get a domain name that points to you WAN IP address so 
you can connect my name.  example:  http://webio.us:8087 
 

 

http://24.116.145.108:8087/
http://webio.us:8087/
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The diagram above shows the network configuration for making WebIO routable from 
the Internet. 
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Above is a screenshot of a NetGear router Port Forwarding configuration.  Note 
entry #3 for WebIO on Port 8087 forward to LAN IP address 192.168.1.77. 
 



 20 

Using WebIO 

WebIO Functions 

WebIO includes an embedded web server, for providing a simple interface to the 
user via web browser.  This allows for simple operation with no additional 
software required to be installed on the userôs PC.  The simple web pages of 
WebIO even allow for operation from a mobile Smartphone or similar devices 
that provide a web browser.   
 
When using a Smartphone with a web browser it become advantageous that 
WebIO uses HTML frames allowing the small phone screen size to focus on a 
single frame rather than the full web page.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The following sections describe the functions of WebIO. 
 
 
 

The WebIO web interface provides for: 

¶ Controlling X10 devices by label/name 

¶ Sending specific X10 commands 

¶ Query of an X10 device state 

¶ Wireless sensor states 

¶ Setting a Static IP address 

¶ Setting a User Passcode 

¶ Editing device and sensor labels 

¶ Reading WebIO temperature 
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Controlling X10 Labeled Devices 

The WebIO web interface provides two methods for controlling X10 Devices. 
The Control Devices page (shown below) allows for easy control of X10 On/Off 
commands for predefined X10 devices. 
 

 
 

The Control Devices page (above) shows a table of predefined X10 Devices.  
The On and Off columns contain links for setting the On/Off state of the device in 
the selected table row. 
 
When a WebIO passcode is set/enabled, the On/Off links will not trigger X10 
commands until the correct passcode is entered in to the Enter Passcode field 
and the Unlock button is clicked.  After the passcode has been submitted the 
Clear passcode when finished link must be selected to re-lock the WebIO from 
X10 operations. 
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The Set dim level of last device set on up and down arrow buttons are used to 
adjust the dim level of a lamp module that supports X10 dim commands. Only the 
last lamp module set on or off will be affected by the dim commands.  
 
 
The Control Devices web page interface is designed for convenience to the 
user for operating several X10 commands with ease.  This is accomplished by 
using X10 labels, on/off links and a single passcode unlock process. 
 
It is important for the user to understand that the unlock process sets WebIO into 
an unlocked state allowing anyone access to sending X10 commands.  This is 
due to WebIO not having a capability of tracking secure HTTPS sessions with 
users as is common with full featured Internet web servers.  So it becomes 
important to clear the passcode when finished with using the Control Devices 
interface to re-lock WebIO from X10 command use.    
 
Also, WebIO will enter locked mode whenever an incorrect passcode is entered 
and a passcode is set/enabled. 
 
Also note that X10 Codes web page interface does not set WebIO into an 
unlocked state but instead requires the correct passcode to be entered with 
every X10 command function when passcode is set/enabled. 
 
 
 
 
 
 
 
 
 
 

IMPORTANT: 

When using the Control Devices interface and a WebIO passcode is 
set/enabled.  The Clear passcode when finished link must be selected 

to re-lock WebIO from unauthorized use of X10 command functions. 
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Send X10 Commands 

Another method for controlling X10 devices is to use the X10 Codes web page.  
This page allows for manually selecting X10 device House code, Unit code, and 
the Command to be sent.  In addition a timer can be set for when the operation 
should occur. 
 

 
 






















































